O N L I N E SA F ETY “Camera” Would Like to Use

Your Current Location

Check your privacy settings on all digital data

on’t Allow

WHAT DOES YOUR DIGITAL LIFE SAY ABOUT YOU?

PRIVATE INFORMATION:
Detailf about yourself Such af
Your date of birth

or €yll nawme tBhat someone

could use to pretend 10 be you
or identify you online,
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If it is on the internet, it is FOREVER. Think about
what could come back to haunt you in the future.

Be cautious when connecting your phone!

Don’t trust an unknown WiFi connection!
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Trust This Computer?
Your settings and data will be

accessible from this computer when
connected via USB or Wi-Fi.

Example of a strong password;

take a phrase, such as:

“Mary had a little lamb, little

lamb,” Then you can change
it to: Use Upper & Lower Case Letters

No matter Use Symbols ;
ym Passboeok - iTunes %tore App Store Settings
what, do

Mh@lILL NOT share Use Numbers

your Choose something you \ M ’ n
password,/,/! Wl” remember!
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YOUR ONLINE

REPUTATION

Cyber-bullying

Definition: the use of €l ectronic conmunication to bully a person,
typically by sending messages of an intinidating or
threatening nature.

42%

ONLINE

21%

EVERYONE DESERVES RESPECT!
NO ONE DESERVES TO BE CYBERBULLIED!

TALK TO A TRUSTED ADULT IF THIS IS HAPPENING TO
YOU!

Teens have committed suicide
as a result of being bullied
online and in school

TIPS FROM TEENS”I learned that no matter what was said about me, and no matter how much the words hurt, I needed to remind

myself that the words held no truth.”

I became quickly aware that I couldn’t fight my cyberbullies alone, and that I needed to get help from those I trusted.”

Who are you online?
Are you appropriate?

Are you ok with anyone seeing what you're doing?

Could what you're posting attract the wrong kind of people?

Sexting is sending sexually
explicit messages, photos or
videos by phone, email, or any

ONLINE PREDATORS

“Grooming”
The process a predator takes to gain your trust in order to get what they want.
Their intentions are to form an inappropriate relationship.

PREDATOR RED FLAGS
¥They refuse to talk on the phone

¥ Similar interests

¥ Asking for personal information
v'Wants to get serious way too fast
v Offers gifts, money or cell phone

v'Negative comments about your parents, friends or family

vTries extra hard to be your friend or is overly complementary

REPORT IT IF...

Sexting Statistics
Teens... EWW! GROSS! C()X»‘E?PS\O$
»48% h.ave received a sexually P’YY\J‘
suggestive message
»28% sent one

»60% have been asked to send one

»50% forward them on

»15% private chats went public

SOMEONE TALKS TO YOU ABOUT INAPPROPRIATE THINGS
SOMEONE SENDS YOU OR ASKS FOR INAPPROPRIATE PHOTOS OR VIDEOS
SOMEONE ASKS TO MEET YOU IN PERSON

Sexually graphic images or videos
of anyone under the age of 18 is
ILLEGAL!
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